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On July 8, 2010, the Department of Health 

and Human Services (HHS) issued its no-

tice of proposed rulemaking to modify the 

Standards for Privacy of Individually 

Identifiable Health Information (Privacy 

Rule), the Security Standards for the Pro-

tection of Electronic Protected Health In-

formation (Security Rule), and the rules 

pertaining to Compliance and Investiga-

tions, Imposition of Civil Money Penalties, 

and Pro cedures fo r  Hearings 

(Enforcement Rule) issued under the 

Health Insurance Portability and Account-

ability Act of 1996 (HIPAA, collectively 

referred to as the “HIPAA Rules”).  The 

purpose of the proposed rule, according to 

HHS, is to implement recent statutory 

amendments under the Health Informa-

tion Technology for Economic and Clinical 

Health Act (“the HITECH Act”), to 

strengthen the privacy and security pro-

tection of health information, and to im-

prove the workability and effectiveness of 

the HIPAA Rules. 

 

In this Benefits Brief, we review the pro-

posed rulemaking and explore how the 

new rules will help enforce the HIPAA 

Rules, as amended by the HITECH Act. 

 

Effective Dates and Compliance Dates.  

HHS has provided a compliance period in 

the proposed rule to give covered entities 

and business associates time to satisfy the 

requirements of the proposed rule once 

final.  Generally, covered entities and busi-

ness associates will have 180 days after the 

effective date of the final rule to comply 

with its requirements.  However, the com-

pliance period does not apply to any En-

forcement Rule provisions.  The Enforce-

ment Rule provisions will become effec-

tive when the final rule is promulgated 

unless otherwise provided.  Also, the com-

pliance period is subject to a transition 

period for business associate agreements 

described below. 

 

Business Associates.  The proposed rule 

expands the definition of business associ-

ates and makes significant changes to sev-

eral provisions relating to the use and dis-

closure of protected health information 

(PHI) by covered entities and business 

associates.   

 

The definition of a business associate un-

der the HIPAA Rules is expanded to in-

clude: (i) individuals or organizations en-

gaged in patient safety activities if done on 

behalf of a covered entity; (ii) persons or 

organizations who provide data transmis-

sion services with respect to PHI and who 

require access to such PHI on a routine 
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basis; (iii) vendors of personal health re-

cords; and (iv) subcontractors of a covered 

entity that have access to PHI as the subcon-

tractor provides services to or for the busi-

ness associate.  The proposed rule also re-

quires business associates (not covered enti-

ties) to establish a business associate agree-

ment with subcontractors who have access 

to PHI.  

 

Comment.  The extension of the HITECH Act 

requirements to subcontractors of business 

associates is a significant change in the ap-

plication of the HIPAA Rules.  Although the 

inclusion of subcontractors within the defi-

nition of “business associate” was not set 

forth explicitly in the HITECH Act, HHS 

based its inclusion in the proposed rule on 

its interpretation of the intent of Congress in 

extending the applicability of the HIPAA 

Rules to business associates. 

 

A number of the Privacy Rule requirements 

regarding the use and disclosure of PHI will 

apply directly to the business associate in-

cluding the requirement to only use or dis-

close PHI as permitted or required under 

the HIPAA Rules and the requirement that 

PHI be limited to the minimum necessary 

standard.  

 

The proposed rule further modifies the re-

quirements for a business associate agree-

ment.  A covered entity would not be re-

quired to report to HHS if termination of 

the business associate agreement is not fea-

sible.  Also the parties to a business associ-

ate agreement, including subcontractors, 

must include provisions in the agreement 

requiring the business associate to take rea-

sonable steps to cure any material breach or 

violation of the business associate agree-

ment between the business associate and a 

subcontractor, or terminate the contract.  

The business associate agreement must also 

contain provisions requiring a business as-

sociate to: (i) comply with the Security Rule; 

(ii) report breaches of unsecured PHI to the 

covered entity; (iii) ensure that subcontrac-

tors that create or receive PHI agree to the 

same restrictions that apply to business as-

sociates; and (iv) ensure any subcontractors 

comply with the same rules applicable to 

business associates.  

 

Finally, the proposed rule contains a transi-

tion period for business associates and cov-

ered entities to comply with the require-

ments relating to business associate agree-

ments. The transition period provision pro-

vides that existing business associate agree-

ments will be deemed compliant with the 

proposed rule until the earlier of the date of 

any contract modifications after the 180 day 

compliance period (that is, 180 days after 

the effective date of the final rule), or one 

year after the 180 day compliance period. 

 

Comment.  Under the transition period, cov-

ered entities and business associates have 

one year past the compliance period to re-

new or modify existing contracts to satisfy 

the new requirements.  If contracts are re-

newed or modified following the compli-

ance date, but before the end of the one year 

period, contracts must be compliant as of 

the time of the renewal or modification. 

 

Privacy Rule.  The Privacy Rule protects 

individuals’ medical records and other indi-

vidually identifiable health information cre-

ated or received by or on behalf of covered 

entities, known as “protected health infor-

mation.” The Privacy Rule protects indi-

viduals’ health information by regulating 

the circumstances under which covered en-
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tities may use and disclose protected health 

information and by requiring covered enti-

ties to have safeguards in place to protect 

the privacy of the information. As part of 

the protections, covered entities are re-

quired to have contracts or other arrange-

ments in place with business associates that 

perform functions for or provide services to 

the covered entity and that require access to 

protected health information to ensure that 

these business associates likewise protect 

the privacy of the health information. The 

Privacy Rule also gives individuals rights 

with respect to their protected health infor-

mation, including rights to examine and 

obtain a copy of their health records and to 

request corrections. 

 

Several key changes to the Privacy Rule are 

outlined in the proposed rule, including:  

a requirement that the Notice of Privacy 

Practices include a statement describing 

the types of uses and disclosures of PHI 

that will require an authorization (i.e., 

psychotherapy notes, marketing, or the 

sale of PHI) and that other uses and dis-

closures of PHI not described in the No-

tice of Privacy Practices will require the 

individual's authorization; 

a statement that provides an individ-

ual’s right to request restrictions on cer-

tain uses and disclosures of PHI may be 

denied; 

to the extent applicable, a health care 

provider must include a statement that 

it intends to provide communications 

regarding treatment alternatives or 

other health related products or ser-

vices, as well as the opportunity to opt 

out of such communications; 

details on how a covered entity may 

comply with the HITECH Act require-

ment that individuals be afforded a 

right to obtain or access a copy of their 

PHI in an electronic format; and  

a rule prohibiting a covered entity or 

business associate from receiving direct 

or indirect compensation in exchange 

for the disclosure of PHI unless the cov-

ered entity has obtained a valid authori-

zation or an exception applies. The au-

thorization must also include a state-

ment that the covered entity or business 

associate is receiving compensation in 

exchange for disclosure of the PHI. 

 

Comment.  The proposed rule does not pro-

vide guidance on the minimum necessary 

standard under the Privacy Rule.  Rather, 

HHS is seeking comments on what aspects 

of the minimum necessary standard should 

be addressed in future guidance. 

 

Security Rule.  The Security Rule, which 

applies only to protected health information 

in electronic form, requires covered entities 

to implement certain administrative, physi-

cal, and technical safeguards to protect elec-

tronic information. As with the Privacy 

Rule, the Security Rule requires covered 

entities to have contracts or other arrange-

ments in place with their business associates 

that provide satisfactory assurances that the 

business associates will appropriately safe-

guard the electronic protected health infor-

mation they receive, create, maintain, or 

transmit on behalf of the covered entities. 

 

The proposed rule clarifies that the adminis-

trative, physical, and technical safeguard 

requirements under the Security Rule, as 

well as the policies, procedures and docu-

mentation requirements, will apply to busi-

ness associates in the same manner that 

such requirements apply to covered entities.  

Furthermore, business associates are civilly 
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and criminally liable for violations of the 

provisions. 

 

In the proposed rule, HHS includes addi-

tional references to a business associate 

(following references to covered entities) as 

well as the following changes: 

the general Security Rule applies to 

business associates in the same manner 

as the other administrative, physical 

and technical safeguard provisions un-

der the HITECH Act; 

it is the responsibility of the business 

associate to obtain the required assur-

ances from a subcontractor to protect 

electronic PHI.  Such assurances must 

be maintained through appropriate 

documentation; and 

clarification of the application to sub-

contractors. 

 

Comment.  The proposed rule amends the 

definition of PHI to provide that the Privacy 

and Security Rules do not protect the indi-

vidually identifiable health information of 

persons who have been deceased for more 

than 50 years. 

 

Enforcement Rule.  The Enforcement Rule 

establishes rules governing the compliance 

responsibilities of covered entities with re-

spect to cooperation in the enforcement 

process. It also provides rules governing the 

investigation by HHS, through the Office of 

Civil Rights (OCR), of compliance by cov-

ered entities, both through the investigation 

of complaints and the conduct of compli-

ance reviews. It establishes rules governing 

the process and grounds for establishing the 

amount of a civil money penalty where 

OCR has determined a covered entity has 

violated a requirement of a HIPAA Rule. 

Finally, the Enforcement Rule establishes 

rules governing the procedures for hearings 

and appeals where the covered entity chal-

lenges a violation determination. 

 

The proposed rule clarifies that OCR is obli-

gated to conduct a compliance review if a 

preliminary review of the facts and circum-

stances indicate a potential violation due to 

willful neglect.  Also, the definition of 

“reasonable cause” as related to the civil 

penalties for a violation of the HIPAA Rules 

is modified and defined as “an act or omis-

sion in which a covered entity or business 

associate knew, or by exercising reasonable 

diligence would have known, that the act or 

omission violated HIPAA, but in which the 

covered entity or business associate did not 

act with willful neglect.”  Finally, the pro-

posed rule provides additional basis for the 

civil monetary penalty. 

 

Comment.  The proposed rule is not yet ef-

fective for covered entities or business asso-

ciates. However, the statutory requirements 

of the HITECH Act (e.g., application of Se-

curity Rule and certain Privacy Rule re-

quirements to business associates, expanded 

definition of business associate, right to ac-

cess electronic copies of PHI, etc.), upon 

which the proposed rule is based, became 

effective on February 18, 2010 and compli-

ance is currently required.  If the proposed 

rule is adopted in final form, it will require 

additional changes to HIPAA policies and 

procedures, business associate agreements 

and Notices of Privacy Practices.   However, 

the compliance period above will apply. 

 

Comment.  The proposed rule does not ad-

dress the minimum necessary standard, the 

accounting for disclosures requirement, or 

the penalty distribution methods. These 

items are expected to be addressed in forth-
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coming rulemakings.  The proposed rule 

also does not address the breach notification 

provisions or the modified civil penalty pro-

visions, because these provisions have been 

addressed in previous rulemakings. 

 

Comments on the proposed rule will be ac-

cepted until September 13, 2010.  In the in-

terim, business associates and covered enti-

ties should ensure compliance with the HI-

TECH Act, continue to monitor develop-

ments in this area and await the final regu-

lations. 

 

75 Fed. Reg. 40868 (published July 14, 2010) 

 

______________________ 
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DISCLAIMER 

The information contained herein is 

provided by Brucker & Morra, APC 

as general information to clients and 

friends. It should not be construed 

as, and does not constitute, legal 

advice on any specific matter, nor 

does this message create an attor-

ney-client relationship. These materi-

als may be considered ATTORNEY 

ADVERTISING in some states. 
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